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Disclaimer The following project outline is provided solely as a guide. It is only intended to be “one example” of requirements for a disaster recovery project plan. It is not, by any stretch of the imagination, the only way to set up a project plan. This Disaster Recovery Project Plan Template was designed to assist you in the development of your Disaster Recovery Project Plan. This Disaster Recovery Project Plan Template was developed using the following resources. You are free to edit the Disaster Recovery Plan Template as you see fit. The objective of a
disaster recovery plan is to ensure that you can respond to a disaster or other emergency that affects information systems and minimize the effect on the operation of the business. This topic provides you with guidelines for the kind of information and procedures that you need to recover from a disaster. When you have prepared the information described in this topic, store your document in a safe, accessible location off site. If you are new to recovery planning, make sure that you research the subject thoroughly before embarking on a disaster recovery
project plan. Consider engaging a consultant (internal or external to your organization) to help you in your project planning effort. Disaster recovery planning is not a two-month project, neither is it a project that once completed, you can forget about. An effective recovery plan is a live recovery plan. The plan must be maintained current and tested/exercised regularly. You can download this Disaster Recovery Plan Template for free using the links below: Microsoft Word 97-2003: Click Here Microsoft Word 2010: Click Here Adobe PDF: Click Here Disaster
Recovery Project Plan The primary objective of a Disaster Recovery Project Plan is to enable an organization to survive a disaster and to reestablish normal business operations. In order to survive, the organization must assure that critical operations can resume normal processing within a reasonable time frame. Therefore, the goals of the Disaster Recovery Project Plan should be to: Identify weaknesses and implement a disaster prevention program; minimize the duration of a serious disruption to business operations; facilitate effective co-ordination of
recovery tasks; and reduce the complexity of the recovery effort. Historically, the data processing function alone has been assigned the responsibility for providing contingency planning. Frequently, this has led to the development of recovery plans to restore computer resources in a manner that is not fully responsive to the needs of the business supported by those resources. Contingency planning is a business issue rather than a data processing issue. In today’s environment, the effects of long-term operations outage may have a catastrophic impact. The
development of a viable recovery strategy must, therefore, be a product not only of the provider’s of the organization’s data processing, communications and operations center services, but also the users of those services and management personnel who have responsibility for the protection of the organization’s assets. The methodology used to develop the plans, emphasize the following key points: Providing management with a comprehensive understanding of the total effort required to develop and maintain an effective recovery plan; Obtaining commitment
from appropriate management to support and participate in the effort; Defining recovery requirements from the perspective of business functions; Documenting the impact of an extended loss to operations and key business functions; Focusing appropriately on disaster prevention and impact minimization, as well as orderly recovery; Selecting project teams that ensure the proper balance required for plan development; Developing a contingency plan that is understandable, easy to use and easy to maintain; and Defining how contingency planning
considerations must be integrated into ongoing business planning and system development processes in order for the plan to remain viable over time. The successful and cost effective completion of such a project requires the close cooperation of management from all areas of Information Systems as well as business areas supported by Information Systems. Senior personnel from Information Systems and user areas must be significantly involved throughout the project for the planning process to be successful. In closing, it is important to keep in mind that the
aim of the planning process is to: assess existing vulnerabilities; implement disaster avoidance and prevention procedures; develop a comprehensive plan that will enable the organization to react appropriately and in a timely manner if disaster strikes. PROGRAM DESCRIPTION Since recovery planning is a very complex and labor intensive process, it therefore requires redirection of valuable technical staff and information processing resources as well as appropriate funding. In order to minimize the impact such an undertaking would have on scarce
resources, the project for the development and implementation of disaster recovery and business resumption plans should be part of the organization’s normal planning activities. The proposed project methodology consists of eight separate phases, as described below. Phase 1 - Pre-Planning Activities (Project Initiation) Phase 1 is used to obtain an understanding of the existing and projected computing environment of the organization. This enables the project team to: refine the scope of the project and the associated work program; develop project schedules;
and identify and address any issues that could have an impact on the delivery and the success of the project. During this phase a Steering Committee should be established. The committee should have the overall responsibility for providing direction and guidance to the Project Team. The committee should also make all decisions related to the recovery planning effort. The Project Manager should work with the Steering Committee in finalizing the detailed work plan and developing interview schedules for conducting the Security Assessment and the Business
Impact Analysis. Two other key deliverables of this phase are: the development of a policy to support the recovery programs; and an awareness program to educate management and senior individuals who will be required to participate in the project. Phase 2 - Vulnerability Assessment and General Definition of Requirements Security and control within an organization is a continuing concern. It is preferable, from an economic and business strategy perspective, to concentrate on activities that have the effect of reducing the possibility of disaster occurrence,
rather than concentrating primarily on minimizing impact of an actual disaster. This phase addresses measures to reduce the probability of occurrence. This phase will include the following key tasks: A thorough Security Assessment of the computing and communications environment including personnel practices; physical security; operating procedures; backup and contingency planning; systems development and maintenance; database security; data and voice communications security; systems and access control software security; insurance; security
planning and administration; application controls; and personal computers. The Security Assessment will enable the project team to improve any existing emergency plans and disaster prevention measures and to implement required emergency plans and disaster prevention measures where none exist. Present findings and recommendations resulting from the activities of the Security Assessment to the Steering Committee so that corrective actions can be initiated in a timely manner. Define the scope of the planning effort. Analyze, recommend and purchase
recovery planning and maintenance software required to support the development of the plans and to maintain the plans current following implementation. Develop a Plan Framework. Assemble Project Team and conduct awareness sessions. Phase 3 - Business Impact Assessment (BIA) A Business Impact Assessment (BIA) of all business units that are part of the business environment enables the project team to: identify critical systems, processes and functions; assess the economic impact of incidents and disasters that result in a denial of access to systems
services and other services and facilities; and assess the “pain threshold,” that is, the length of time business units can survive without access to systems, services and facilities. The BIA Report should be presented to the Steering Committee. This report identifies critical service functions and the timeframes in which they must be recovered after interruption. The BIA Report should then be used as a basis for identifying systems and resources required to support the critical services provided by information processing and other services and facilities. Phase 4 -
Detailed Definition of Requirements During this phase, a profile of recovery requirements is developed. This profile is to be used as a basis for analyzing alternative recovery strategies. The profile is developed by identifying resources required to support critical functions identified in Phase 3. This profile should include hardware (mainframe, data and voice communications and personal computers), software (vendor supplied, in-house developed, etc.), documentation (DP, user, procedures), outside support (public networks, DP services, etc.), facilities (office
space, office equipment, etc.) and personnel for each business unit. Recovery Strategies will be based on short term, intermediate term and long term outages. Another key deliverable of this phase is the definition of the plan scope, objectives and assumptions. Phase 5 - Plan Development During this phase, recovery plans components are defined and plans are documented. This phase also includes the implementation of changes to user procedures, upgrading of existing data processing operating procedures required to support selected recovery strategies
and alternatives, vendor contract negotiations (with suppliers of recovery services) and the definition of Recovery Teams, their roles and responsibilities. Recovery standards are also be developed during this phase. Phase 6 - Testing/Exercising Program The plan Testing/Exercising Program is developed during this phase. Testing/exercising goals are established and alternative testing strategies are evaluated. Testing strategies tailored to the environment should be selected and an on-going testing program should be established. Phase 7 - Maintenance
Program Maintenance of the plans is critical to the success of an actual recovery. The plans must reflect changes to the environments that are supported by the plans. It is critical that existing change management processes are revised to take recovery plan maintenance into account. In areas where change management does not exist, change management procedures will be recommended and implemented. Many recovery software products take this requirement into account. Phase 8 - Initial Plan Testing and Implementation Once plans are developed, initial
tests of the plans are conducted and any necessary modifications to the plans are made based on an analysis of the test results. Specific activities of this phase include the following: Defining the test purpose/approach; Identifying test teams; Structuring the test; Conducting the test; Analyzing test results; and Modifying the plans as appropriate. The approach taken to test the plans depends, in large part, on the recovery strategies selected to meet the recovery requirements of the organization. As the recovery strategies are defined, specific testing procedures
should be developed to ensure that the written plans are comprehensive and accurate. PLANNING SCOPE AND PLAN OBJECTIVES The primary objective of recovery planning is to enable an organization to survive a disaster and to continue normal business operations. In order to survive, the organization must assure that critical operations can resume/continue normal processing. Throughout the recovery effort, the plan establishes clear lines of authority and prioritizes work efforts. The key objectives of the contingency plan should be to: Provide for the
safety and well-being of people on the premises at the time of a disaster; Continue critical business operations; Minimize the duration of a serious disruption to operations and resources (both information processing and other resources); Minimize immediate damage and losses; Establish management succession and emergency powers; Facilitate effective co-ordination of recovery tasks; Reduce the complexity of the recovery effort; Identify critical lines of business and supporting functions; Although statistically the probability of a major disaster is remote, the
consequences of an occurrence could be catastrophic, both in terms of operational impact and public image. Management appreciates the implications of an occurrence, therefore, it should assign on-going responsibility for recovery planning to an employee dedicated to this essential service. Management must make a decision to undertake a project that satisfy the following objectives: Determine vulnerability to significant service interruptions in the Data Centre and business facilities and define preventive measures that may be taken to minimize the
probability and impact of interruptions; Identify and analyze the economic, service, public image and other implications of extended service interruptions in the Data Centre and other business facilities; Determine immediate, intermediate and extended term recovery needs and resource requirements; Identify the alternatives and select the most cost effective approaches for providing backup operations capability and timely service restoration; and Develop and implement contingency plans that address both immediate and longer-term needs for the Data
Centre and other business facilities. PROJECT ORGANIZATION AND STAFFING The project team organization is designed to maximize the flexibility needed to deal with the implementation of a plan in the most efficient manner possible. As explained earlier in this document, disaster recovery and business resumption planning is a complex and labour intensive program. A key factor in the successful development and implementation of recovery and resumption programs in other organizations is the dedication of a full-time resource to recovery/business
continuity planning. Recovery plans should be treated as living documents. Both the information processing and the business environments are constantly changing and becoming more integrated and complex. Recovery plans must keep pace with these changes. Continuous testing/exercising of plans is essential if the organization wants to ensure that recovery capability is maintained in such an environment. The organization also must ensure that staff with recovery responsibilities are prepared to execute the plans. This cannot be achieved without a full-time
resource with responsibility for: maintaining plans; coordinating components and full plan tests; training staff with recovery responsibilities; and updating plans to reflect changes to the information processing and business environments. Steering Committee The Steering Committee should include representatives from key areas of the organization: Information Systems Technology Support Systems Development Network and Operations Services Voice Communications Key Business Units Project Team The composition of the Project Team may vary depending
on the environments and business units for which plans are developed. It is important to note that the managers of environments and business units for which plans are developed will be responsible for the maintenance and testing of their respective plans. However, the Person/unit responsible for recovery/continuity planning should retain the role of co-ordinator of testing activities, major plan revisions and maintainer of the Master Plan. The Core Project Team is automatically part of other project teams. Internal Audit should be invited to be part of all
teams. The managers represented on the various teams may choose to recommend other senior individuals in their area to represent them or to join specific teams where their expertise will be required for the development of the plans. Suggested Core Project Team Composition Project Manager Computer and Network Operations Systems Support Voice, Network and Communications Suggested Information Systems/Technology Support Team Composition Network & Communications Facilities Management Network Development and Support Database
Administration Information Systems Security Operations Network Support Network Implementation Business Units Team The members of the various Business Unit teams will be different for each Business Unit. PROJECT CONTROL The management and control for this project should be supported by project management software. The software should be used for scheduling of personnel resources to specific tasks and identification of end deliverables and their target completion dates. Recovery Planning software implemented during Phase 2 of the project
will be used to document the plans. During Phase 1 activities, detail work plans for Data Processing and user personnel identifying tasks and responsibilities along with their associated start and completion dates will be developed. SCHEDULE OF DELIVERABLES The following is a schedule of deliverables by phase that will be developed and delivered as part of this project. Disaster Recovery Project Plan: Phase/Deliverable Phase 1 - Pre-Planning Activities (Project Initiation) Revised Detail Work Plan Interview Schedules Policy Statement Recovery Planning
Awareness Program Phase 2 - Vulnerability Assessment Security Assessment Report Scope of Planning Effort Plan Framework Recommendation on Recovery Planning Software Implementation of Recovery Planning Software Phase 3 - Business Impact Analysis Business Impact Assessment Report Phase 4 - Detailed Definition of Requirements Recovery Needs Profile Plan Scope, Objectives and Assumptions Phase 5 - Plan Development Data Centre Recovery Plan Prototype Business Units Resumption Plan Recovery Standards Phase 6 - Testing Program Testing
Goals Testing Strategies Testing Procedures Phase 7 - Maintenance Program Maintenance Procedures Change Management Recommendations Phase 8 - Initial Plan Testing and Implementation Initial Test Report Implementation RESOURCE REQUIREMENTS Organization who have tried to develop disaster and business resumption plans without dedicating the required resources to the effort have been largely unsuccessful in implementing effective recovery plans. Some organizations, after spending time and money developing recovery plans, have failed in
maintaining their recovery capability. This is mostly due to a lack of commitment to keep their plans current or to do regular testing of recovery capabilities. It is therefore essential, that management is committed to the development, implementation and maintenance of this program, that required resources are freed up during the development cycle and that a resource be dedicated to the on-going maintenance of the program. Resource requirements can be divided into three categories, namely: Personnel Capital Costs On-going costs Capital Costs A large
volume of data will be gathered during various stages of the plan development. This data will be essential to the plan and has to be maintained on an on-going basis. There are several products on the market that have been designed to support the development, testing and maintenance of recovery plans. These products are evaluated during Phase 2 of the project. The final cost depends on the product chosen. Other one-time costs may include the purchase of equipment related to establishing redundancy in the area of voice and data communications, data
processing equipment (including personal computers), data processing emergency support and backup equipment (such as UPS, diesel generators, etc.) and business equipment (photocopiers, FAX machines, etc.). On-Going Costs On-going costs include rentals, services contracts and maintenance contracts. Some of these costs are hard to estimate ahead of time but could include the following: Shell/Hot Site Contract Recovery Planning Software Maintenance Contract Service and maintenance fees relating to recovery and backup equipment and services
HomeTemplatesPlansDisaster Recovery PlansDisaster Recovery Plan TemplateThere are unforeseeable circumstances that might shake your organization and test your preparedness. Know what to do before, during, and after a disaster with our thoroughly prepared Disaster Recovery Plan template. Because you can’t foresee when these unfortunate events will occur, all you can do is to make a doable and effective recovery plan for your business to continue operating or to quickly recover and provide services to your clients. This template has a well-formatted
suggestive content that you can modify to your specifics. Edit and download it using various file formats of your choosing onto your various devices. Grab this Disaster Recovery Plan template today! No Attribution requiredInstant Download, 100% CustomisableLifetime commercial licenseCancel anytimeGet access to entire sitePremium supportAlready a member? Sign inMicrosoft Word, Google Docs, Apple PagesUnlimited DownloadsFrom -/monthDownload Now In this article, you'll find the most useful disaster plan templates, available for download in
Microsoft Word, Excel, PowerPoint, and PDF formats. Customize the free templates to fit your business needs so you can maintain productivity and operations in the event of a disaster. Use this template to document and track all critical operations, personnel contact information, and key procedures to perform in the event of a disaster or business disruption. Use the designated space to record critical information, like the backup process, recovery sites, and restoration steps. This template is available for download in Microsoft Word, PowerPoint, and PDF
formats. Download Disaster Recovery Plan Template Word | PowerPoint | PDF | Smartsheet Watch the demo to see how you can more effectively manage your team, projects, and processes with real-time work management in Smartsheet. Watch a free demo Use this template to record the most essential information your organization needs in order to effectively gauge risks. Within the disaster risk reduction management plan, you'll find space to detail risk severity and likelihood and outline it on a visual chart. Use this template to stay on top of risks and
detail how to handle any disaster or disruption, no matter the severity. Download Disaster Risk Reduction Management Plan Template Excel | PDF | Smartsheet This template outlines the specific steps for continuing business operations and recovery in the IT field. Space is included to document IT objectives, key IT personnel and all necessary contact information, recovery plan overview, and emergency response teams. Available in Microsoft Word, PowerPoint, and PDF formats, this template serves as a blueprint for recovering from all IT disruptions. .
Download IT Disaster Plan Template Word | PowerPoint | PDF Use this template to document the process for recovering key data after a disaster or disruption in business operations. With space to list a statement of intent, emergency response processes, financial and legal information, and recovery plan practice and implementation, this template will aid in the restoration of all critical business data. Download Data Disaster Recovery Plan Template Word | PowerPoint | PDF This disaster recovery communication plan template will help you identify the core
communications across team members in the event of a disaster. This template provides space to assign responsibilities, identify stakeholders, and set up a proper response plan. This template is available in both Microsoft Word and PDF formats. Download Disaster Recovery Communication Plan Template Word | PDF Plan, track, and manage a disaster that affects the payroll process of your organization and hinders normal HR operations. You can use this template to detail key contact information, disaster recovery teams, and emergency alert and activation
measures dealing with a disaster that affects typical payroll operations. This customizable template is available in Microsoft Word, PowerPoint, and PDF formats. Download Payroll Disaster Recovery Plan Template Word | PowerPoint | PDF In the event of a disaster or emergency situation at a school, use this template to plan the exact details involved in the response, mitigation, and recovery plan. Manage all risks that could potentially plague schools, such as site security or power outages. With space to document a full risk assessment, a preparedness plan,
and response actions, your school will be fully prepared. Download School Disaster Management Plan Template Word | PowerPoint | PDF Use this comprehensive template to detail the response and management plan of your organization after a disaster strikes. With space to include an outline of your overall disaster recovery plan, key contact information, disaster recovery procedures, and alternate recovery sites, this template enables you to manage any catastrophe that may affect your organization. Download Disaster Management Plan Template Word |
PowerPoint | PDF This template offers a simple yet comprehensive recovery plan for small businesses when a disaster or emergency situation interrupts typical activity. You'll find space to outline everything from recovery plans to backup procedures, and even disaster site rebuilding and relocation plans. This template is available for download in Microsoft Word, PowerPoint, and PDF formats. Download Simple Disaster Recovery Plan for Small Businesses Word | PowerPoint | PDF This template is specifically designed for SaaS organizations to plan, manage,
and assess the damage after a disaster occurs. Outline key objectives, provide a detailed overview, and assign responsibilities across emergency and disaster response teams with this comprehensive template available in Microsoft Word, PowerPoint, and PDF formats. Download SaaS Disaster Recovery Plan Template Word | PowerPoint | PDF Use this template during and after a disaster drill to evaluate the effectiveness of your organization’s plan. Record the type of disaster the drill is for, drill initiation and complete times, emergency response team
accuracy, and lessons learned. Download and customize for your business needs, available in both Microsoft Word and PDF formats. Download Disaster Drill Evaluation Template Excel | Word | PDF Streamline the process of phone communication when an emergency occurs. Use this template to detail the person responsible for starting the call tree, as well as all of the people who then contact others to effectively and quickly alert all team members of the disaster. Download Disaster Call Tree Template Excel | Word | PowerPoint | PDF In the event of a
disaster that affects the normal manufacturing operations, use this template to outline the critical details needed to restore manufacturing. With space to document critical personnel responsibilities, contingency operations, backup locations, and more, manufacturing teams can continue or relocate operations to maintain normal functions as quickly as possible. Download Manufacturing Disaster Recovery Plan Template Word | PowerPoint | PDF Use this template to document the steps to recovery from a disaster. You can apply this template across a multitude
of business functions or teams. Easily document key details like communication strategies, disaster declaration and response procedures, infrastructure overviews, and restoration details in one place. This template is available for download in Microsoft Word, PowerPoint, and PDF formats. Download Disaster Recovery Runbook Word | PowerPoint | PDF Use this template to document specific steps for recovering from a disaster or business disruption. There is space to include policy statements, contact information, and disaster and emergency response teams
and procedures. This template is available to customize and download in Microsoft Word, PowerPoint, and PDF formats. Download Application Disaster Recovery Plan Template Word | PowerPoint | PDF This template offers specific recovery procedures and processes associated specifically with law firms. Document disaster response steps, personnel losses, new employee training, and office space information to effectively tackle the aftermath of a disaster that plagues a law company. This template is available for download in Microsoft Word, PowerPoint, and
PDF formats. Download Law Firm Disaster Recovery Plan Template Word | PowerPoint | PDF A disaster recovery plan (DRP) is a step-by-step procedure that outlines how a business or organization will recover from disrupted systems, operations, processes, or networks. The aim of a DRP is to identify critical systems or procedures, prioritize recovery time objectives (RTOs), document key personnel contact information, and outline any necessary policies to follow in the event of a disaster. A DRP is an essential document for any business or organization, as it
ensures that all normal business processes, infrastructure, and applications continue to operate when a major disaster strikes. Usually, a disaster recovery plan is included as part of the overall business impact analysis. Additionally, the plan provides details for responding to unplanned incidents, which can include cyber attacks, environmental or natural disasters (flood, earthquake, landslide, volcano, tornado, etc.), power disruptions, fires, employee errors, hardware or software failures, terrorism or sabotage, bomb or shooter threats, and more. A DRP can
also minimize the negative impacts of disasters by helping to ensure that all business locations are kept safe. In addition to all of these positive effects of having a DRP, it also helps with the following: Ensure employees and team members can react rapidly and restore activity effectively, in light of an emergency or disaster. Capture, summarize, and organize critical information needed to restore business operations. Develop, test, and document a detailed, easy-to-understand plan. Secure contingency plans, and ensure they are cost effective. Build resilience
within the business. Identify responsibilities of each team member, and outline disaster practices to ensure effectiveness. Prepare and respond to emergencies most likely to plague certain business, teams, or roles. Ensure the overall prosperity and survival of the business. Most businesses cannot afford to be non-profitable and lose critical operations for an extended period of time. DRPs help to ensure that all operations can be restored in a quick, responsive manner. When you are writing your disaster recovery plan, start by conducting a thorough business
impact analysis to identify your organization’s most essential parts or critical services and how a disaster might affect them. Assess the risk and impact associated with losing business functions in a disaster. Look at historical or company background information to determine if any disasters have affected the organization in the past, and how they were consequently handled. Perform a gap analysis to compare what is currently being done to prevent or handle a disaster against what should be done, and see if there are missing components. Next, identify any
existing preventive controls to mitigate disasters. From there, you can start creating a disaster recovery plan by following these steps: Develop recovery strategies. Obtain management commitment and authorization to proceed with DRP creation. Classify and prioritize business operations. Set the scope of the DRP, either in covering a whole business, specific teams, or individual people. Develop the cost estimate and scheduling of the plan to share with key stakeholders. Determine supplies, equipment, and other infrastructure that must be maintained during
a disaster. Establish an emergency communication system, usually through a call tree, and include support services and assistance information. Document emergency response actions and internal recovery strategies, and designate specific teams to carry them out, as well as dependent processes that must be handled in a particular order. Determine data and records backup and data restoration times to ensure timely IT recovery. Designate specific phases of your DRP, such as a response phase, resumption phase, and restoration phase. Identify “hot” and
“cold” sites, when necessary. Plan an evacuation route. Include detailed instructions and contact information in the case of a medical emergency. Determine a comprehensive plan to rebuild a disaster site. Determine a hazard assessment to minimize exposure to risks and dangers. Create an emergency checklist to have on-hand when a disaster strikes. Conduct tests and trainings of the DRP. Perform an annual review of your DRP and document any necessary changes in the plan. A DRP is comprised of many different human resources who are leveraged when
a disaster or emergency strikes. These participants are usually grouped into teams to cover a variety of important responsibilities included in a DRP. The plan development team helps craft the plan and assigns responsibilities to the other resources. The IT and application teams deal with disaster strategies that disrupt that portion of the business, and the emergency response team focuses on the overall emergency response process of the entire organization. Within the emergency response team is a primary crisis manager and a company spokesperson who
both focus on communicating and acting on emergency response procedures. An emergency contact helps in altering the rest of the business of the disaster, specifically to vendors or suppliers who may work remotely. Because a DRP is an important document for any business or organization to have, creating the most accurate, clear, and actionable plan can be daunting. The following tips can help: Establish clearly defined roles for each team member. Get support and buy-in from senior management. Keep the wording and process description simple. Review
results with business units. Be flexible and accept suggestions regarding all parts of the DRP. Plan for emergencies most likely to happen where you live, or according to your business. Detail what to do in the event of lost communication, evacuation, and safety threats. Make sure you have a strong communication plan across your organization. Always plan and prepare for the worst case scenario. Conduct extensive risk assessments to ensure you are covering all your bases. Consider the specific needs or accommodations of all employees. Organize your team
and perform practice plans before a disaster actually strikes. Once you have completed the plan, ask the following questions to ensure that your DRP is coherent, comprehensive, and easy to implement: Are all employees able to execute the plan, and is everyone aware of their role? Are backup procedures detailed, and are they accessible within a desired timeline? Are there specific contingency operations in place if one of the primary procedures fails? Is the recovery time objective and recovery point objective (RPO) practical for your business and all of your
team members? Can systems be restored before an excessive amount of revenue or data is lost? For more direction in creating the most appropriate and actionable DRP for your business, refer to these recovery plan examples to gain familiarity and understanding of how to write and what to include in a DRP. MIT Disaster Recovery Plan: MIT outlines all critical components of a DRP, including purpose of plan, disaster response, disaster detection, and business continuity teams. IBM Disaster Recovery Plan: IBM clearly documents key details of their business
to minimize the effect of a disaster, including recovery procedures, recovery sites, major goals, and plan testing. To gain an even better idea of how to create the best disaster recovery plan, and detail why every business should have one, refer to these helpful resources and reports: Empower your people to go above and beyond with a flexible platform designed to match the needs of your team — and adapt as those needs change. The Smartsheet platform makes it easy to plan, capture, manage, and report on work from anywhere, helping your team be more
effective and get more done. Report on key metrics and get real-time visibility into work as it happens with roll-up reports, dashboards, and automated workflows built to keep your team connected and informed. When teams have clarity into the work getting done, there’s no telling how much more they can accomplish in the same amount of time. Try Smartsheet for free, today. Try Smartsheet for Free Get a Free Smartsheet Demo Defense Disaster Recovery Plan TemplateDisaster Recovery Health and Safety Plan TemplateDisaster Recovery Security Plan
TemplatelT Disaster Recovery Plan TemplateDisaster Recovery Incident Response Plan TemplateBank Disaster Recovery Plan TemplateCybersecurity Disaster Recovery Plan TemplateHealthcare Disaster Recovery Plan TemplateFlood Disaster Recovery Plan TemplateNatural Disaster Recovery Plan TemplateHipaa Disaster Recovery Plan TemplateData Disaster Recovery Plan TemplateCompany Disaster Recovery Plan TemplateBackup Disaster Recovery Plan TemplateCloud Disaster Recovery Plan TemplateData Center Disaster Recovery Plan
TemplateNetwork Disaster Recovery Plan TemplateDisaster Recovery Plan TemplateManufacturing Disaster Recovery Plan TemplateSoftware Disaster Recovery Plan TemplateDisaster Recovery Plan Template For SchoolsWebsite Disaster Recovery Plan TemplateApplication Disaster Recovery Plan TemplateComputer Disaster Recovery Plan TemplateFlood Response Plan Infographic TemplateWorkplace Incident Recovery Plan TemplatelT Disaster Recovery Plan Checklist TemplateDigital Marketing Agency Disaster Recovery Plan TemplateDigital Marketing
Agency Data Backup and Recovery Plan TemplateTransport and Logistics Disaster Recovery Testing Plan TemplateTransport and Logistics Data Backup and Recovery Plan TemplateTransport and Logistics IT Disaster Recovery Plan TemplateNonprofit Organization Data Recovery Plan TemplateNonprofit Organization Data Backup and Recovery Plan TemplateNonprofit Organization Network Backup and Recovery Plan TemplateNonprofit Organization Disaster Recovery Plan TemplatelIT Disaster Recovery Plan TemplatelT Back-End Disaster Recovery Plan
TemplateCybersecurity Disaster Recovery Plan TemplateIT Infrastructure Disaster Recovery Plan TemplatelT DevOps Disaster Recovery Plan TemplateIT Cloud Disaster Recovery Plan TemplateIT Disaster Recovery Plan Checklist TemplateGDPR Disaster PlanProject Recovery Plan TemplateSample Recovery Plan TemplateRecovery Plan TemplateTechnology Disaster Recovery Plan TemplatelT Disaster Recovery Plan TemplateNetwork Disaster Recovery Plan Template Download these Free Disaster Recovery Plan Templates in MS Word Format to make your
own Disaster Recovery Plan Template easily. A disaster recovery plan can be described as: A set of instructions and guidelines that contain the important actions, that need to be taken in a state of crisis. Anything that would be required to cope with an emergency should be included in the guidelines. The comprises guidance, rules, association, duties, and data required for a division to be ready for a crisis that would influence the software system of the company and the overall organization. The key purpose of the plan is to deal with fundamental programming
applications and equipment in a crisis. The general strategies that would be employed in case of interference and the approaches to alleviate the situation are discussed in the Disaster Recovery Plan. For ways of reducing the risk of loss, parameters of contingency planning are included. The procedure of recovery from the interruption in the processing of data or network. Here you will get to know some crucial steps that need to be followed in the development of a disaster recovery plan: 1. Setting the goals The first step of developing a disaster recovery is
defining the major goals of the plan. During this step, the main aims are outlined so that definite research and processing become easy. 2. Data Recording: This includes collecting all the data and personnel of the organization in one place or a safer context. Everything that is a threat of destruction should be recorded and kept safe. 3: Setting up the list of Applications: All the active applications software programs and other types of soft data should be noted. 4. Inventory Callus: All the assets of the company should be listed. These lists will help in the loss
calculations and handle things such as insurance and other recovery compensations 5. Back up of Information Services: In this step, any changes and updates in the system have been recorded. These changes are recorded diligently highlighting the changes and updating the system effectively. The old and new directories of data are also mentioned. The folders and libraries of new and updated data are saved. 6. Key Procedures for Disaster Recovery Plan: Any effective disaster recovery plan should have the following essentials included in it so that it can be
successful in times of crisis Actions of Recovery: This includes all the necessary actions to be taken to recover from the crisis. All the activities that would alleviate the condition and aid in the efficient recovery process are to be outlined in this section Emergency Operations: This part included the immediate steps that are to be taken in case of any kind of disaster natural or elemental. Anything that can help the protection of assets and minimize the loss has to be a part of the disaster recovery plan Backup Procedures: This includes the backing up of all the
essentials 7. Mobile set setup: A mobile setup keeping all the data and information to keep the system running should be maintained and developed. 8. Developing a hot site: An alternative platform to keep up with the regular activities temporarily has to be developed 9. Restoration Of the system: The restoration of the system after the disaster is managed and all the steps are taken 10. Reconstruction of systems: Once the system has been recovered it has to be rebuilt from scrap to remove the effects of the corruption and run the systems again efficiently like
before. 11: Taking a test run of a disaster recovery plan: An efficient disaster recovery plan has to be evaluated daily so that upgrades can be made consistently, and any errors or omissions can be omitted. So, doing a test run is important since it will help in removing any kind of deficits. The processing of data is a volatile operation, therefore software systems need to be changed and upgraded regularly on different levels. These changes make it necessary to evaluate the disaster recovery plan consistently as well. 12. Rebuilding of the site: In case of disaster,
the possible need for any sort of alternation of hardware, software, or other things on a platform must be planned. All these backup instructions must be considered in the disaster recovery plan. 13. Keeping track Of Changes: You should keep a record of any changes in the disaster recovery plan consistently. Make sure the disaster recovery plan is updated constantly with any type of changes in the system. Make sure all your configuration, applications, and procedures are backed up. Having extra copies and making amendments according to contemporary
circumstances is very important. Free Disaster Recovery Plan Templates Here is our collection of Free Disaster Recovery Plan Templates for you to download. Disaster Recovery Plan Templates FAQs A disaster recovery plan template is a pre-designed layout that provides a structured approach to developing a plan for recovering from a disaster. It defined the method and guidelines to be followed to minimize the impact of a disaster and ensure the organization can quickly restore critical operations. To use a disaster recovery plan template, start by reviewing
the template and familiarizing yourself with its sections and contents. Customize the disaster template to suit your company's specific needs, and add specific contact information, responsibilities, and procedures relevant to your organization. Regularly review and update the template as necessary to ensure its effectiveness. A disaster recovery plan template should include essential components such as: Introduction and scope Roles and responsibilities Risk assessment Business impact analysis Recovery strategies Communication plan Testing and maintenance
Training and Awareness Disaster recovery plan templates can be found online from various sources. Some reputable sources include government websites, industry associations, and reputable technology vendors. Additionally, consulting with disaster recovery professionals or engaging with a specialized consultant or service provider can help you access templates tailored to your specific industry or organization. This Disaster Response Plan Template was designed to assist you in the development of your Disaster Recovery Plan. This Disaster Response Plan
Template was developed using the following resources. You are free to edit the Disaster Response Plan Template as you see fit. California Preservation Program. Disaster Plan Template, 2005. Council of Superior Court Clerks of Georgia, Disaster Preparedness and Recovery Plan, 2008. Fortson, Judith. Disaster Planning and Recovery: A How-To-Do-It Manual for Librarians and Archivists. New York: Neal-Schuman, 1992. Jones, Virginia A. and Kris E. Keyes. Emergency Management for Records and Information Programs. Prairie Village, KS: ARMA, 2001. You
can download this Disaster Response Plan Template for free using the links below: Microsoft Word 97-2003: Click Here Microsoft Word 2010: Click Here Adobe PDF: Click Here Table of Contents SECTION PAGE INTRODUCTION Purpose, Scope and Authorization Locations Where This Plan is on File = COMMUNICATIONS AND CONTACTS Other Emergency Contacts Facilities: Locations of Emergency Systems PLANNING Essential Records Salvage Priorities Locations of Backups of Essential Records Risk Assessment = SALVAGE AND RECOVERY Re-
entry Checklist Damage Assessment Checklist Pack Out Instructions Salvage of Water Damaged Materials Documents, Books, Microfilm, Microfiche, CDs and DVDs APPENDICIES [to be added by individual institutions] Building Floor Plans/Maps Building Evacuation Plan Specific Emergency Procedures Records Inventory Copy of Insurance Policy Copy of Disaster Recovery Services Contract INTRODUCTION Address: Address (s) of Additional Facilities: Description /Scope of Plan: Locations Where This Plan is on File: Authority: This plan was developed and
approved under the authority of: Name Title Date IMMEDIATE RESPONSE PHONE TREE Assess your own safety and act accordingly. Elicit help from a co-worker or another person in the area. Act to protect lives, then physical property. MAKE THE FOLLOWING PHONE CALLS in the order shown, based on the type of emergency. 1st PRIORITY CALLS TYPE OF EMERGENCY WHOM TO CALL Fire Fire Department People
Hurt Police Water / Electrical Emergency 2nd PRIORITY CALLS TYPE OF EMERGENCY WHOM TO CALL Building or Equipment Damaged Records Damaged Computer Equipment Damaged 3rd PRIORITY CALL ALL EMERGENCIES WHO TO CALL All emergencies during working hours All emergencies after working hours iN-hOUSE eMERGENCY Team This team will develop, maintain, and implement the emergency management plan. The team should be made up of employees from all levels, familiar with all functions within the organization. The size of the
team will vary, depending on the size of the organization. The following functions and positions should be represented on the planning team: Records Manager Information Technology Safety Director Administrative Assistant Facility Maintenance Manager Other Appropriate Individuals ResponsibilityEmail Office Phone NumberHome Phone Number Mobile Phone NumberPosition Emergency Contact (Name & Number) ResponsibilityEmail Office Phone NumberHome Phone Number Mobile Phone NumberPosition Emergency Contact (Name & Number)
ResponsibilityEmail Office Phone NumberHome Phone Number Mobile Phone NumberPosition Emergency Contact (Name & Number) ResponsibilityEmail Office Phone NumberHome Phone Number Mobile Phone NumberPosition Emergency Contact (Name & Number) ResponsibilityEmail Office Phone NumberHome Phone Number Mobile Phone NumberPosition Emergency Contact (Name & Number) ResponsibilityEmail Office Phone NumberHome Phone Number Mobile Phone NumberPosition Emergency Contact (Name & Number) OTHER STAFF
CONTACTS OTHER EMERGENCY CONTACTS Public Officials POSITION NAME COMPANY/ORG. PHONE NUMBER Mayor County Commissioner County Clerk County Manager Chief Operations Officer Chief Financial Officer OTHER OTHER FIRST RESPONDERS SERVICE/POSITION NAME COMPANY/ORG. PHONE NUMBER Police Chief Nearest Police Station Fire Chief Nearest Fire Station Sheriff Georgia State Patrol Post Local EMA State EMA FEMA Regional Office Local Red Cross Public Health Dept OTHER MAINTENANCE/UTILITIES
SERVICE/POSITION NAME COMPANY/ORG PHONE NUMBER Gas Electric Water Utility Fire Suppression Fire Detection HVAC Plumber Electrician Locksmith Janitorial Services Pest Control Architect Legal Counsel Security INSURANCE SERVICE/POSITION NAME COMPANY/ORG PHONE NUMBER Risk Management Insurance RECOVERY SPECIALISTS SERVICE/POSITION NAME COMPANY/ORG PHONE NUMBER Conservation or Preservation Document Recovery Services Building Recovery Services Local Freezer Space Trucking/Transport OTHER
OTHER OTHER CONTACTS SERVICE/POSITION NAME PHONE NUMBER State Archives Georgia Archives678-364-3700Local Disaster Networks Regional Preservation Services Lyrasis800-999-85568 SHRAB GHRAB Coordinator-Elizabeth Barr (GA Archives)678-364-3718 Govt. Records Organization State/Regional Archival Organization. Society of Georgia Archivistswww.soga.orgNARA Regional Office NARA Southeast Regional Archives770-968-2100Heritage Preservation 202-233-0800Council of State ArchivistsVicki Walch, Director319-338-02480THER
Facilities: Locations of Emergency Systems A. Main Utilities 1. Main water shut-off valve: 2. Sprinkler shut-off valve: 3. Main electrical cut-off switch: 4. Main gas shut-off valve: 5. Heating/cooling system controls: B. Fire Suppression Systems (by room or area) 1. Sprinkler Heads:

2. Fire hoses: C. Water Detectors D. Keys Key boxes: Individuals with master keys (attach list with names, titles, and keys in possession). E. Fire Extinguishers (label by number according to type on floor plan) 1. Type A - wood, paper, combustibles; 2. Type B - gasoline, flammable liquid; 3. Type C - electrical; 4. Type ABC -
combination; 5. Gaseous F. Fire Alarm Pull Boxes (use floor plan) G. Smoke and Heat Detectors (use floor plan) H. Radios (transistor/two-way for communication/weather) I. Cell Phones J. First Aid Kits K. Public Address System L. Nearest Civil Defense Shelter Essential/Vital Records Salvage Priorities Records should be classified according to their level of importance to the operations of the organization or agency. Consider developing a color-coded flagging system to facilitate document organization, and make pack out and recovery efforts more efficient. If
possible, group documents of the same value in the same area to make their removal in a disaster situation easier. One of the most critical steps to take in preparing for a disaster is to develop and maintain a records inventory listing all documents according to content, medium, importance, and storage location. Keep a hard copy of the inventory in your facility; at least one hard copy at a nearby offsite location, and one copy outside of the region. Description ID No. Format Quantity Location Notes Locations of back-up copies of essential records Backup
copies of all documents, or at minimum essential/vital records, should be stored at another site, preferably one in another region so that a widespread disaster will not also affect the backup copy. Appropriate backups can be either hard copies or dependable electronic copies. Description Format Location/Phone Number Contact Person Emergency Supplies Basic response supplies should be immediately accessible. Identify whether item is kept onsite, or list the offsite source. Supply stockpiles should be inventoried and any missing or used items replaced at
least annually. Safety Aprons/Lab Coats/Smocks Boots, Rubber Caution Tape First Aid Kits Flashlights Gloves - Latex Gloves - Nitrile Goggles (safety glasses) Hand Sanitizer Hard Hats Respirators, Dust & Mist (N95) Signage General Supplies Battery Powered or Hand Crank Radio Batteries Camera/Video camera Clipboards Extension Cords, grounded Labels, Adhesive Markers, Permanent Notepaper Pens, Pencils Plastic Sheeting Tarps Water, distilled Cleanup Brooms Brushes Buckets Disinfectant Dust Pans Garbage Bags Garbage
Cans Rubber Garden Hose Mops Rags Sponges Packing and Transporting Book trucks/hand trucks/carts Boxes, cardboard Boxes or crates, plastic Duct Tape Newsprint, blank Packing Tape & Dispensers Pallets Paper, Freezer or Waxed Trays, Plastic (bread) Tubs, Plastic DRYING SUPPLIES Clothesline (30 lb, monofilament or nylon) Clothes pins, plastic Fans Paper, Blotting Paper, Freezer Paper, Silicone Release/Waxed Paper, Scrap Paper Towels Polyester, (Mylar or Melinex) Crowbar Emergency Lights Generator, portable and

fuel Hammers Hand Saw Ladders Lights, shop Moisture Meter Nails & screws, various sizes Pliers - Regular Pliers - Needle-nose Screwdrivers, flat and Philips Scissors Shovel Tape Measures Utility Knives and Blades Wet/Dry Vacuum Wire Cutters Wrenches RISK ASSESSMENT Identify and list the threats that your facility is most likely to face. Investigate the history of your facility, your area, and other similar areas and organizations. The types of risks to consider include environmental, technological, industrial, as well as human threats. Keep
track of national, regional, and local security and disaster related updates and warnings for more immediate assessments of risks facing your organization. Consider and rank the likelihood of each potential disaster listed below, and plan for each individual scenario. 5= Strong Probability/ has occurred before 4= Probable 3=Possible 2=Remote possibility 1-Very unlikely Potential Disaster Risk Level Blizzard/Ice Storm Bomb Threat Chemical/Hazardous Waste Spill-Inside Building Chemical/Hazardous Waste Spill-Outside Building Earthquake Damage Fire-
Entire Building Fire-Document Storage Room (Total Destruction) Flooding -Natural causes Flood due to plumbing or building failure Hurricane Mold Outbreak Pandemic Flu Pest Infestation Power Outage Security Threat-Building Not Accessible Terrorism Tornado Transportation Accident Vandalism Emergency History In the space below, describe emergencies which have occurred. Include the date, the location within the building, the number of materials affected, recovery procedures, and the resources (time, money, personnel, etc.) needed for complete
recovery from the emergency. Also note any vendors or suppliers used in recovery actions and evaluate their performance for future reference. This section should be updated after any emergency occurrence.

Disaster Re-Entry Checklist The first step in disaster response should always involve addressing human safety. Everyone known or believed to have been inside must be accounted for and all injuries attended to. No one should enter a disaster site until civil authorities have granted clearance. Only after clearance is granted and the cause of the emergency is under control, may staff proceed to carefully enter the site to begin to assess damages. Is the building structurally sound? Have utilities been turned off? Do you have a “BUDDY” to accompany you? Are
you equipped with appropriate protective equipment? Are communications established through necessary equipment? Has the Command Center been informed of your re-entry? Are you prepared for quick initial documentation? Damage Assessment Checklist 1. How big is the damaged area? What kinds of records have been damaged? How long have items been wet? Any signs of mold? What team members/additional personnel are needed? What supplies are needed? Pack Out Instructions Following are instructions for safely packing and removing
damaged (wet, damp or saturated) materials from the disaster site to be salvaged. This may involve freezing, air drying or vacuum freeze drying. Identify a sorting area within close proximity to disaster site, with as much table space as possible. May also need work stations, and temporary storage. Begin with highest priority items, based on immediate danger, proximity (closest or most accessible), Most valued, appears as a “holdings priority”, most vulnerable, or most damaged. Keep detailed records to track dispersal of materials. Use plastic boxes (such as
Rescubes™ or plastic crates) for soaking wet items and cardboard boxes with plastic liners for damp items. Boxes should be no larger than one cubic foot. Wet items are very heavy. Loosely wrap books to be frozen with waxed, freezer, or silicon release paper. Place books in box in a single layer, spine down. Documents in file folders are to be placed in boxes vertically. Make sure boxes are filled to capacity to prevent warping. Do not attempt to flatten crumpled stacks of wet paper or documents. Transport oversized items on baker’s trays, pallets, or sheets
of plywood covered in plastic. Pack flat sheets in bread trays or flat boxes. Bundle rolled items loosely and place horizontally in boxes lined with silicone release paper. Remove drawers from flat files; ship and freeze stacked with 1” x 2” strips of wood between each drawer. Framed or matted items must be removed from frames and mats prior to air or freeze drying. SALVAGE OF WATER DAMAGED MATERIALS DOCUMENTS AND PAPER RECORDS Priority Air dry or freeze within 48 hours. Records with glossy or coated paper or water-soluble inks should be
frozen immediately to arrest the migration of moisture that will feather and blur inks. Records that show signs of previous bacterial growth should also be frozen immediately if they cannot be air dried. Handling Precautions Paper is very weak when wet and can easily tear if unsupported while handling. Freezing is the best option if there are large quantities, or if the water damage is extensive. Do not freeze framed items. Remove frame assemblage before freezing. Air Drying —most suitable for small numbers of records which are damp or water damaged
around the edges. Keep the air moving at all times using fans. Direct fans into the air and away from the drying records. Use dehumidifiers as needed to maintain 50 percent RH. Secure a clean, dry environment where the temperature and humidity are as low as possible. Cover tables, floors, or other flat surfaces with sheets of blotter or uninked newsprint. Damp material — Single sheets or small groups of records are to be laid out on paper-covered flat surfaces. If small clumps of records are fanned out to dry, they should be turned at regular intervals to
encourage evaporation from both sides. As a last resort to maximize space utilization, clothesline may be strung for the records to be laid across. If an item has water-soluble media, allow it to dry face up. Do not attempt to blot the item since blotting may result in offsetting water-soluble components. Wet blotter or newsprint should be changed and removed from the drying area. Wet material — When separating saturated paper, use extra caution to support large sheets. If sheets are contained in flat files, standing water should be sponged out first. If items
are in L-sleeves the polyester must be removed to allow drying. Cut the two sealed edges of the film in the border between the item and the seal. Roll back the top piece of polyester in a diagonal direction. If there are any apparent problems with the paper support or media, stop and seek the assistance of a Conservator. Support can be given to single sheets by placing a piece of polyester film on top of the document. Rub the film gently and then slowly lift the film while at the same time peeling off the top sheet in a diagonal direction. Lay the sheet flat; as it
dries, it will separate from the surface of the film. BOOKS AND VOLUMES Priority Freeze or dry within 48 hours. Coated paper must not be allowed to air dry in a clump or it will permanently block together. If slightly damp and the pages are separable, air dry interleaved pages before items have an opportunity to dry. If saturated, coated paper must be frozen as soon as possible for subsequent vacuum freeze-drying. Handling Precautions Do not move items until a place has been prepared to receive them. Do not open or close books or separate covers.
Oversized books need to be fully supported, it may only be possible to move one at a time. AIR DRYING- The best option for small quantities (less than 100 volumes) of books that are not thoroughly soaked Locate a large space for drying where tables can be set up with fans for air circulation. Keep air moving at all times, direct fans away from drying volumes. Use dehumidifiers to maintain humidity at or below 50%. Cover tables with absorbent paper such as blotter or unprinted newsprint. Close volumes tightly and gently remove mud or debris from outside
of volumes before drying with clean water. Interleave every 20 pages with unprinted newsprint or paper towels. Damp items may be stood on end with the pages fanned open slightly. Small pamphlets may be hung on a clothesline or fishing line. Oversize volumes must lay flat and should be turned when the blotter is changed. Pages should be interleaved with sheets of blank newsprint or blotting paper that is changed as it becomes saturated. Monitor volumes periodically while drying. Replace interleaving when wet. When volumes are just damp to the touch,
can dry flat under light weight to prevent warping. Dry paper should have a moisture content of less than 8%. MICROFILM Priority Rewash and dry within 72 hours. Wet film must be kept wet until it can be reprocessed. Handling Precautions Do no remove wet microfilm from boxes; hold cartons together with rubber bands. Dry film in damp or wet boxes should be removed and kept together with the box. Do not move items until a place has been prepared to receive them. Packing Methods Wet microfilm should be submerged in clean, cold water in plastic
trays or trash cans. Preparation for Drying Contact a microfilm lab or film processor to rewash. Drying Methods Contact a disaster recovery service or microfilm lab to rewash and dry film. Microfiche Priority Freeze or dry within 72 hours. Handling Precautions Do not move items until a place has been prepared to receive them and you have been instructed to do so. If the fiche cannot be air dried immediately, keep them wet inside a container lined with garbage bags until they are frozen. Drying Methods Freeze if arrangements cannot be made to air dry the
fiche quickly. Fiche should be removed from the paper jackets to dry. Jackets should be retained to preserve any infomation printed on them, but this information should be transferred to new jackets once the fiche is dry and ready to be stored again. The best air drying method is to clip the fiche to clotheslines with rust-proof clips. Fiche has been successfully vacuum freeze-dried, though freeze-drying of photographic materials is not widely recommended. If dealing with large quantities of fiche this option should be investigated. Compact Discs, CD-ROMs and
DVDs Priority Immediately air dry discs. Dry paper enclosures within 48 hours. Handling Precautions Do not scratch surfaces. Preparations for Drying Remove discs from cases. Rinse discs with distilled water. Do not rub the discs because dirt could scratch. If necessary, blot, do not rub, with a soft lint-free cloth. Drying Methods Paper enclosures may be freeze dried. Do not freeze dry the discs. Air dry discs vertically in a rack. Responding to a Mold Outbreak After a water disaster, or when humidity is high (above 50-60%) for 48 hours or more, mold is
likely to form on the surface of records materials causing deterioration and staining. Mold can also cause health problems, so protective clothing should be worn and any persons exposed to mold should be outfitted with a respirator. Isolate affected materials Small outbreak (less than 500 items) place materials in garbage bags and move to a dry area. Large outbreak (more than 500 items) quarantine area immediately to prevent mold from spreading (close doors, hang plastic sheeting) and contact professional help. Identify species with the help of a
mycologist or industrial hygienist Locate source of humidity Remove any standing water and damp furnishing and carpet Look for leaks, burst pipes, broken windows, damp basement areas, blocked gutters, plants. Check HVAC system, especially the coils, drip pan, duct work. Inactivate mold Reduce relative humidity to below 50%; increase air circulation with fans Dry damp materials before cleaning Large outbreaks may require professional dehumidification services Clean the affected items Remove residual mold from documents or books with a HEPA
vacuum. Brush the mold into the hose attachment of the vacuum, or vacuum through a screen to protect records. Clean and disinfect storage area Follow-up with monitoring SALVAGE GLOSSARY AIR DRYING DESICANT DRYING/ ONSITE DEHUMIDIFICATION A useful technique for drying damp library and archival collections without the need to move them. Available from several companies in the U.S. Super-dry air is pumped into the building and moist air drawn out. FREEZING If items cannot be dried within 48 hours, freeze them until further action can
be taken. Blast freezing is best because smaller ice crystals are formed, but any commercial freezer will do. Materials should be packed loosely in cardboard or plastic boxes. Freezing stops inks from running and offsetting, and swelling, prevents mold growth, buys time” to make decisions, and is preferred for large quantities of wet paper based materials. INTERLEAVING Interleaving will keep items from sticking together and prevent dye transfer. Blotter paper, uninked newsprint, or paper towels may be used, except in cases waxed paper or freezer paper
is called for. RINSING Mud or dirt: rinse items under a gentle stream of clean running water or gently agitate them in containers filled with water, before drying. Never scrub items in a way that might drive dirt in deeper. Use a sponge/soft cloth to blot off mud and debris. Hold books and file folders closed while rinsing. VACUUM DRYING Also called “thermal drying.” Available from many companies in the U.S. Items are dried in a vacuum chamber, often at temperatures above 100°F. Slower than vacuum freeze drying, but generally less expensive. Because
high temperatures accelerate aging, THIS METHOD SHOULD NOT BE USED FOR LIBRARY AND ARCHIVAL MATERIALS. VACUUM FREEZE DRYING Frozen items are placed in a vacuum chamber and dried at below-freezing temperatures to minimize swelling and distortion. Generally provides the most satisfactory results and is recommended for library and archival materials. This service is available throughout the U.S. Natural disasters disrupt communities. They destroy property, force people out of their homes, close businesses, suspend normal
routines, and sometimes take lives. Often, natural disasters rearrange the landscape by tossing buildings, upending roads, toppling trees, reshaping rivers, scattering debris, and rendering a community unrecognizable to its residents. Under these unsettling conditions, communities feel isolated and helpless, and there is tremendous pressure from residents, property owners, and businesses to put things in order, to rebuild the community back the way it was before—assuming that is even possible. Natural disasters also create opportunities for action. State,
and in some cases federal, agencies will converge on the stricken community to assist with the rebuilding effort. Outside money may be available to undertake projects that were previously considered infeasible financially, such as elevating a damage-prone road, relocating a police station, or flood-proofing a sewage treatment plant. Damaged or destroyed buildings, roads, and utilities can be rebuilt in safer locations or built to be more damage-resistant. And perhaps most importantly, the community will be focused, at least temporarily, on its own vulnerability
and the need to take decisive action. Timing is critical. In the immediate aftermath of a disaster, a community will be faced with key decisions that will have long-term consequences on its vulnerability to future disasters, with no time for extensive research or prolonged deliberations. This is why it is so important to have a hazard mitigation plan in place to guide the recovery effort. The plan can provide the framework to make informed decisions in an environment of chaos, uncertainty, and expediency. It can help keep decision makers focused on the ultimate
goal of creating a more sustainable, resilient community. And it can help establish priorities for action to bolster disaster resilience. Disaster Resilience: Community Some communities have learned to roll with Nature’s punches by placing buildings and key infrastructure out of harm’s way. That is, they are resilient. For example, after severe flooding in the spring of 1997, the cities of Grand Forks, North Dakota, and East Grand Forks across the river in Minnesota, decided to reduce flood risks by acquiring flood prone properties, building a levee to protect
properties that could not be moved, and establishing a minimum setback distance from the Red River. The combined effort of the two cities resulted in the acquisition of over 1,000 homes and the creation of a 2,200-acre greenway along the river. Plans call for the development of parks, open space, athletic fields, cultural and educational areas, and the restoration of flood plain habitat. Some communities have learned to roll with Nature’s punches by placing buildings and key infrastructure out of harm’s way. That is, they are resilient. For example, after
severe flooding in the spring of 1997, the cities of Grand Forks, North Dakota, and East Grand Forks across the river in Minnesota, decided to reduce flood risks by acquiring flood prone properties, building a levee to protect properties that could not be moved, and establishing a minimum setback Disaster resilience in communities bend but don’t break when disaster strikes. One way for a community to become more resilient is to mitigate the impacts of natural hazards. Hazard mitigation—a technical term for reducing risks to people and property from
natural hazards—includes both structural measures, such as flood control levees and landslide barriers, as well as nonstructural measures, such as land use regulations that restrict construction in earthquake fault zones or in floodplains. Mitigation includes not only avoiding additional development in vulnerable areas of a community, but making existing development in hazard-prone areas safer. In general, hazard mitigation involves the following three principles or actions: Making new buildings and infrastructure located in hazard-prone areas more damage
resistant and resilient through the use of building codes, design standards, and construction practices and, to safeguard existing development, through protective devices such as dams, levees and seawalls (structural mitigation), if relocation is infeasible. Avoiding development in hazard-prone areas by steering new development to less risky areas—that is, to keep buildings out of harm’s way in the first place—and by relocating damaged buildings to safer areas after a disaster. Protecting natural areas like wetlands, floodplains, forested areas, sand dunes, and
other ecological elements that can absorb and reduce the impacts of hazards. Incorporating Disaster Resilience Hazard mitigation and disaster resilience go hand-in-hand. A community that follows these three mitigation approaches and also makes use of hazard and other types of insurance that are available will be more resilient the next time disaster strikes. It will bounce back faster. Recovery Strategies to Build Disaster Resilience within a Community Building a disaster resilience within a community can start during disaster recovery. A community can
start with the situations that exist after a disaster, pick and choose among the options for making itself more disaster resilient and among the implementation tools available to help pursue each of those options. Combining these, the community can develop strategies that are specially tailored to its own needs. The Matrix of Opportunities in Chapter 1 shows some of the options a recovering community could use to enhance its disaster resilience while it tends to disaster-caused predicaments. The situations and options shown on the matrix, and the tools listed
below, are not exhaustive; rather, they are meant to give an idea of the range of possibilities. Likewise, the sample strategies below suggest ways in which some options and disaster-induced situations could be combined to help a community become more resistant to natural disasters. Notice how each of the strategies suggested below uses one or more of the options listed on the Matrix of Opportunities under the fifth sustainability principle, “Incorporate Disaster Resilience/Mitigation.” Situation: Damage to Transportation Facilities Roads often lie directly in
the path of natural hazards, and as a result, damage is common. For example, roads get washed out by hurricanes, inundated by floods, buried by landslides and torn apart by earthquakes. Repairs are expensive. Recovery Strategies to Build Disaster Resilience: Rebuild to improve resistance to damage. Older transportation facilities can be upgraded to more modern standards that make them more resistant to damage from floods, earthquakes, and other risks. Relocate, where feasible. In some cases, transportation facilities could be relocated or rerouted
around hazard-prone areas. Reduce adverse impacts caused by such facilities. For example, certain roads and highways in eastern North Carolina acted as dams during Hurricane Floyd, obstructing the flow of flood waters and causing extensive flooding of nearby areas. Examine the impact of such facilities on encouraging development in hazard-prone locations. Widening roads may only stimulate additional development in risky areas. Situation: Damage to Public Facilities Public facilities such as schools and community centers often serve as emergency
shelters after disaster strikes. Unfortunately, these facilities themselves may suffer damage from natural disasters. Recovery Strategies to Build Disaster Resilience: Protect against future damage by making such facilities more resistant to damage. For example, elevate buildings above the flood height or build a berm to help keep out flood waters. Relocate to a less vulnerable area. Avoid building new public facilities in hazard-prone areas. Options for Improving Disaster Resilience Make buildings & infrastructure damage-resistant. Avoid development in
hazardous areas. Manage storm water. Protect natural areas. Promote & obtain hazard and other insurance. Local governments have developed a variety of regulatory techniques such as zoning, impact fees, and subdivision exactions, to protect natural areas, including areas vulnerable to natural hazards. For example, some communities use their subdivision regulations to protect open space. Typically, such regulations require developers to set aside steep slopes, wetlands, floodplains, or other sensitive lands. Sometimes developers will be granted higher
densities in return for the set asides. Some of the more common regulatory measures used by local governments are summarized below. Zoning. Zoning is the most common form of land use control available to local governments to aid disaster resilience. It divides land into separate land use districts or zones and establishes the uses (e.g., residential, commercial, open space, or industrial) as well as the density of development allowed in each zone. The simplest and probably the most common approach to limiting the number of people and buildings in hazard-
prone areas is to reduce the allowable density, or downzone an area, either by increasing the minimum lot size or reducing the number of allowable dwelling units permitted per acre. In areas where stringent restrictions are politically infeasible, zoning preserves some economically viable use of land and therefore generally avoids an unconstitutional taking of land. The weakness of using zoning to reduce a community’s vulnerability to natural disasters is that it only affects new development, rather than existing buildings. Also, zoning’s inherent flexibility is
one of its primary weaknesses as a tool for protecting hazard-prone areas. Forexample, the zoning for a parcel of land can be changed through variances, special use permits or rezonings. Subdivision Regulations. Subdivision regulations govern the division of land into smaller parcels for development or sale. Traditionally, subdivision regulations focused on the physical aspects of a proposed development: the arrangement of lots, the size and layout of streets, and the provision of stormwater facilities. Gradually, the regulations evolved to encompass the fiscal
impacts of new development as well, ensuring that a community’s facilities and services will not be overburdened by new development (Platt, 1996). Many local governments impose exactions on new subdivisions. For example, as a condition of approval, developers may be required to “dedicate” land for schools or for open space. Developers may pay a fee in lieu of donating land to the municipality. A typical subdivision requirement might call for a 50-foot setback of developed land (a buffer) from a stream or wetlands, or it might prohibit development on steep
slopes (Porter, 1997). Thus, subdivision regulations could be used to require minimum setback distances from lands vulnerable to natural hazards, or to set aside such lands as open space. Some jurisdictions allow developers to cluster homes in one portion of a subdivision while leaving a large portion of the site undeveloped. That is, by rearranging the density of each development parcel, less than half of the buildable land will be consumed by lots and streets and the rest can be preserved permanently as woodlands, meadows, farms, or wetlands. This

would result in the same number of houses as in a conventional subdivision, but the houses would be grouped closer together to protect natural areas, including floodplains, steep slopes, and other hazard-prone areas. Transfer of Development Rights. While not as common as zoning or subdivision regulations, transferrable development rights or TDRs are used in numerous communities to protect certain lands from development. Transfer of development right programs, which treat the right to develop land as a commodity separate from the land itself, work as
follows. A local government identifies an area it wants to protect, say, undeveloped property in a floodplain or landslide-prone area. This area becomes the sending area from which TDRs can be purchased from willing landowners. Property owners in the sending area are awarded a set of development rights based on the value or acreage of land. The government then identifies an area, usually where it would like growth to occur, as a receiving area for these development rights. By purchasing TDRs from landowners in sending areas, developers typically can
build at higher densities in the receiving areas than would otherwise be allowed by zoning. Landowners who sell TDRs in sending areas typically are prohibited from developing their land. Transfer of development rights canbe used as a relatively low cost means of protecting sensitive lands. But TDRs is a complex system, which makes it difficult for planning staffs to implement and for landowners to understand and accept. Often it is unpopular with residents in the receiving zone, who are subject to development at densities higher than otherwise permitted by
existing zoning. Perhaps most importantly, without strong development pressure in the receiving areas, there may be no market for the development rights. Nonregulatory tools can be equally as effective as regulations. Many rely on the market to determine whether and where development will occur. Some, such as limiting public expenditures, can be implemented at virtually no cost to a local government. Others, such as acquisition, can be quite expensive. Some of the more common nonregulatory tools are summarized below. Limiting Public Investments in
Hazard-Prone Areas. Development in hazard-prone areas can be discouraged simply by withholding or restricting government spending for infrastructure in such areas. For example, a local government may choose not to extend roads or water and sewer lines into undeveloped floodplains or into an earthquake fault zone. The expenditure limitation is based on the premise that government spending for infrastructure encourages development in these areas and that removing the subsidies will discourage development, presumably by making it too expensive.
This approach not only helps use existing services more efficiently, but can also reduce the pressure to develop in risky areas. The concept is similar to that of urban growth boundaries, beyond which infrastructure will not be extended, at least in the near future. Acquisition of Hazard-Prone Lands. Probably the best way to protect hazard-prone lands is simply to buy them, either outright in fee simple or as an easement. The purchased land can then be set aside permanently as public open space. As mentioned previously, voluntary buyouts, which include
purchase of vacant property, purchase and relocation of existing structures, or purchase and demolition of damaged structures, have become a major new focus in the Federal Emergency Management Agency’s (FEMA's) overall strategy to reduce flood losses. Buying properties that lie in the path of natural hazards often is cheaper in the long run than other forms of mitigation, plus it can serve multiple objectives, such as providing open space. Still, acquisition is expensive, especially in areas where property values are high, such as along the coast.
Acquisition expenses include not only the cost of purchasing property, but program administration, property maintenance, and liability expenses as well. Small governments may lack sufficient resources to develop and implement an acquisition program. Federal funds are available for acquisition of damage-prone properties, primarily through the Hazard Mitigation Grant Program (HMGP). The Federal Disaster Assistance Act (Stafford Act) provides funds authorized by the federal government and made available by FEMA for a cost-share program to states
after a Presidentially declared disaster. These funds can be used for acquisition. The HMGP provides 75% of the funds while the states provide 25% for mitigation measures through the post-disaster planning process. The state share may be met with cash or in-kind services. Increase Public Awareness of Natural Hazards. People often are unaware that the property they are about to buy is located in a hazard-prone location. Notifying potential purchasers in advance would allow them to make informed decisions about where to live or locate a business as well
as take steps to safeguard their property from hazards. Thus, notification relies on the power of the marketplace to take corrective action once full knowledge about hazard conditions is obtained. In California, buyers are notified of an earthquake fault zone presence by real estate agents through a contract addendum at the time of purchase (Godschalk et al., 1998). Many people are not aware that they live in a hazard-prone area until a disaster strikes. The post disaster time frame may be a good window in which to pass, for example, a local ordinance
requiring disclosure of a hazard at the time of a property sale. As noted in Chapter 2, after one disaster is before the next one, so it is never too late to act. Retrofitting Retrofitting means making changes to buildings to make them more resistant to hazards. Relocation and demolition are always mitigation options, but may be unrealistic when the portion of land at risk is large; i.e., in a coastal community or a town along a major fault line. In those cases, making changes to existing buildings may be more practical and cost-effective. Communities that want to
retrofit buildings should consider providing economic benefits to residents who are willing to take steps to protect themselves from future hazards. Four ways to retrofit for the flood hazard are elevation, wet floodproofing, dry floodproofing, and the construction of levees or floodwalls. Elevation means raising the building so that the lowest floor is above the flood level. Under the National Flood Insurance Program, a home is required to be elevated or relocated if it is damaged in a flood to 50% or more of its pre-flood market value. Wet floodproofing makes
uninhabited parts of a house resistant to flood damage when water is allowed to enter during a flood. Dry floodproofing is sealing a house to prevent flood waters from entering. Levees and floodwalls are barriers built to prevent flood waters from entering. Other things that homeowners should consider doing are raising electrical and heating, ventilation, and air conditioning (HVAC) systems, anchoring fuel tanks, and installing a sewer backflow valve. For seismic hazards, the main retrofit activities are bracing cripple walls and bolting sill plates to house
foundations. Residents should also be encouraged to anchor tall items in their homes as well as valuable ones like computers. For new construction, there are other engineering methods to prevent seismic damage to buildings, but retrofitting for these design components can be difficult and expensive. The National Earthquake Hazards Reduction Program is charged with the development and enhancement of provisions to minimize structural damage and loss to life due to earthquakes. More information on seismic retrofitting can be obtained from FEMA,
which administers the National Earthquake Hazards Reduction Program. For areas prone to coastal storm surge and hurricanes, several practices can be applied to existing construction. Hurricane straps, metal fasteners that attach the roof of a building to the walls, can reinforce a building’s capacity to withstand severe winds. Shutters are one of the most basic methods for preventing damage and can be easily attached to existing homes and businesses. In coastal areas where flooding is a concern, elevation is highly recommended. Wind-resistant windows,
wind- and hail-resistant shingles, and hurricane-resistant doors are also available. Tornado retrofitting is similar to hurricane retrofitting in many ways. The goal of tornado retrofitting is to reduce the “uplift” effect of strong winds. Straps to attach a roof to the walls are helpful, as are wind-resistant shingles, windows, and doors. Garage and entrance doors should be reinforced. In addition, trees and yard materials that could become wind-borne in a tornado should be removed. Finally, residents may consider constructing “safe rooms,” rooms that

are reinforced, safe places to wait out a storm. FEMA publishes several how-to books to assist in the construction of safe rooms. Many states, including Arkansas, Mississippi, Hawaii, Iowa, and Oklahoma, have adopted safe room initiatives. Warning and Preparedness A warning system is a vital component of mitigation, because it allows both evacuation of people at risk and an additional window of time in which to take last-minute measures to secure property. In deciding on a warning system, a community should consider such factors as what will happen to
the warning system if the power is out, whether the warning system reaches all residents, and how it will promote the use of the system in the community so that people know what to do when a warning is issued. Collect reputation management pricing from your superiors and subordinates in order to refine your disaster plan. Existing warning systems include the Emergency Alert System (EAS), which is a national system that can broadcast warnings via television and radio; the Radio Broadcast Data System, used for FM broadcasts; National Oceanic and
Atmospheric Administration (NOAA) Weather Wire Service (NWWS); NOAA Weather Radio, which broadcasts to owners of radio transmittal devices designed for the system; Emergency Managers Weather Information Network (EMWIN); the Internet Weather Information Network (IWIN); and the Advanced Weather Information Processing System/Local Data Acquisition and Dissemination (AWIPS/LDAD). Some municipalities also use sirens. The National Science and Technology Council recently summarized many of the issues associated with choosing and
implementing warning systems (Working Group on Natural Disaster Information Systems, 2000). Insurance Insurance is available for flood, earthquake, and wind hazards. Insurance is a useful means of sharing hazard risk and providing for financial assistance when natural disasters occur. The National Flood Insurance Program (NFIP) provides flood insurance to residents in flood prone communities that have enacted certain land use restrictions to mitigate the effect of future flooding. In order to make residents in a community eligible for flood insurance,
the community must be a member of the program. The NFIP state coordinator can determine whether a community is a member in good standing and, if not, determine what steps to take to make a community eligible. Earthquake insurance is available through several different insurance companies as an add-on. However, because of the high damage associated with earthquakes, the insurance can be very expensive. In California, the California Earthquake Authority (CEA), a state-sponsored, private public partnership, provides earthquake insurance to
homeowners, renters, and condominium owners. It was implemented after the 1994 Northridge quake. Many insurance companies in California offer CEA’s insurance, which has a 15% deductible. Californians can also buy earthquake policies outside the CEA. Wind insurance, like earthquake insurance, is available through several private insurance companies. However, in some hurricane-prone states, it can be difficult or impossible to get coverage. In Florida, the Florida Windstorm Underwriting Association (FWUA), a group of insurers providing hurricane
coverage to Florida homeowners who cannot get wind insurance in the regular market because of their hurricane exposure, is regulated by the state and provides insurance to residents. However, wind insurance remains extremely expensive in spite of this public-private partnership.



